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ABSTRACT

The use and exchange of electronic documents certified by an electronic signature and
seal are increasingly used in all spheres of society. In the field of private legal relations,
it speeds up the procedure for concluding contracts. Increasing the efficiency of their
signing, in turn, allows you to speed up the execution of contractual relations and
thereby improve the quality of service to customers, partners, and suppliers. Legal reg-
ulation is analyzed in the article on electronic identification and electronic trust services.
Emphasis is placed on the importance of harmonizing current legislative norms in
Ukraine with the legal norms of the European Union within the indicated scientific limits
of the study. Attempts to implement the experience of international standards regarding
electronic identification and electronic trust services into national legislation are ana-
lyzed. The article examines the concepts of electronic signature and electronic seal and
analyzes their types: improved electronic signature and seal, and qualified electronic
signature and seal. Attention is also focused on those requirements that are strictly
subject to the qualification of an electronic signature and seal. Within the framework of
the study of current legislation in general and court practices in particular, the legal
consequences in cases of the absence of an electronic signature or seal on electronic
documents have been clarified. For example, in cases where there is no electronic sig-
nature or seal on electronic documents, it becomes impossible to identify the sender of
a particular message. Instead, in such a case, it is appropriate to note the lack of pro-
tection of this type of document from the possibility of text correction or editing. There-
fore, it was established that in the case of the absence of an electronic signature or seal
in an electronic document, such a document cannot be considered in the court process
as evidence. The position is supported that, at the national level, a contract signed
between the parties without the use of a qualified electronic signature will not mean the
invalidity of such a contract, therefore the use of ordinary and improved electronic sig-
natures is completely legal and will create rights and obligations for the parties who
signed such a contract.

Keywords: electronic seal, electronic signature, electronic trust service, deed, contract,
invalidity, rights and obligations
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INTRODUCTION

With the development of the information society, the field of electronic document man-
agement and electronic commerce with the help of information and telecommunication
systems is becoming more and more widespread. The COVID-19 pandemic and the war
only accelerated this process in Ukraine. Due to hostilities, people are working out of
offices, in different cities or even countries. The number of transactions committed in
the field of electronic commerce is increasing. It is quite obvious that soon the number
of electronic documents will exceed the number of documents on paper media.
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At the same time, during the dissemination of information and exchange of electronic documents, it is important to certify
their authenticity. This is where an electronic signature and seal come to the rescue. Electronic documents can be certified
with an electronic signature and seal and transferred to the destination within seconds. Under such conditions, all partici-
pants in the exchange of electronic documents, regardless of distance, have the same opportunities in electronic infor-
mation exchange. Instead, the procedure of paper document circulation takes time, especially if the document has to be
signed by several people. As a rule, each of the signatories in turn must receive the original paper document. Alternatively,
the signer must sign and scan the document, then email it to the next signer, who must print, sign, scan the document
again, and email it.

Electronic document management is used in all areas of society. In the field of private legal relations, it speeds up the
procedure for concluding contracts. Increasing the efficiency of their signing, in turn, allows you to speed up the execution
of contractual relations and thereby improve the quality of service to customers, partners, and suppliers. However, the
legal regulation of electronic documents and the procedure for certifying them with electronic signatures and seals are in
a state of reform. Processes of reformatting international relations in the relevant sphere require constant adaptation of
national legislation.

LITERATURE REVIEW

In general, separate issues of legal regulation of electronic identification and electronic trust services were studied: O.
Kostenko analyzed the legal regulation of foreign electronic trust services in Ukraine [14, p. 192-197]; On the basis of
international legislation, supranational legislation of the EU and legislation of foreign countries, R. Ennan conducted an
analysis of the essence and content of electronic document circulation, defined the legal relations that form this concept
[11, p. 17-125]; O. Holina analyzed the legal and organizational foundations of trust electronic services, the rights and
obligations of providers of this type of services, as well as contracts mediating their provision [8, p. 73-76].

The following authors devoted their works to the issue of legal regulation of certain aspects of concluding an electronic
contract: N. Kuchakovska conducted an analysis of the legislation of Ukraine regarding the conclusion of business contracts
in written and electronic form [16, p. 62—74]; V. Zaborovskyi and O. Zmykalo studied the formation and development of
legal regulation of electronic transactions in the civil law of Ukraine [13, p. 466—472]; N. Milischuk examines the procedure
for concluding electronic sales contracts under civil law [17].

The issue of legal regulation of the electronic signature as a means of electronic identification and authorization was also
the subject of research by domestic scientists. In particular, I. Veres analyzed the legal regulation of the use of electronic
signatures when concluding contracts in electronic form [6, p. 11-15]. The legal consequences of the absence or falsifica-
tion of an electronic signature are defined. I. Krykavska and L. Tkachuk considered the definition of the concept of "elec-
tronic signature" in international legal acts, national legislation, and science [15, p. 447-449]. We studied the procedure
for obtaining a digital signature at the Accredited Key Certification Center and using Bank ID. Using the example of the
Privat24 application, which is a service for providing online services of the Joint-Stock Company of the commercial bank
"Privatbank", the procedure for providing an electronic signature by the bank is considered. Novosad R. studied the legal
status and the way of introduction of electronic signatures in Ukraine, namely the history of its creation, legislative regu-
lation, and practical application in various spheres of activity. He paid special attention to the impact of electronic signatures
on business activity, public administration, international integration, and the social sector [19, p. 112-116]. U. Vata-
manyuk-Zelinska and V. Sushko studied the advantages of the practical use of electronic signatures in the public and
private sectors of the state economy. The rates of growth in the nhumber of cases of use of electronic signatures and the
value of contracts certified by them were predicted based on the generalization of data from the analytical agency Markets
and Markets [5]. N. Novytska considers the issue of the application of electronic document circulation and electronic
signature in electronic commerce as one of the conditions for the formation of the information culture of society [18, p.
76-81]. K. Drogozyuk analyzes the legal regulation of electronic signatures in civil proceedings in Ukraine and the European
Union, in particular, France. Considered the features of the definition and use of an electronic signature as a method of
confirming the authenticity of electronic evidence in the civil proceedings of Ukraine and France, and also identified the
advantages of using an electronic signature in Ukraine and France [10, p. 45-51]. Oways Kinsara examines the electronic
signature regime of the Saudi Electronic Transactions Law 2007 and its implementing regulations. At the same time, the
evolution of the European regime of electronic signatures from Directive 1999/93/EC to Regulation (EU) No. 910/2014 [3,
p. 1-11] is considered. John Ubena examines the successes, challenges, and prospects of the implementation of the
electronic signature law in Tanzania [4, pp. 102—-116]. Avukat Ozgiir Eralp reviews an update on Turkey's e-signature laws,
providing a full history of e-signature legislation and recent changes in the law [1, pp. 120-122]. David Santiago and Israel
Nery explore digital signature as a method to strengthen enterprise risk management practices in the US government [2].
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AIMS AND OBJECTIVES

The purpose of this article is to study the international and national legislation of Ukraine, which regulates the sphere of
electronic identification and electronic trust services, and to determine the prospects for improving the regulation of these
relations in the conditions of harmonization of the legislation of Ukraine with the law of the European Union. In order to
achieve this goal, the analysis of regulations in Ukraine and abroad was carried out, the peculiarities of concluding elec-
tronic contracts were determined, the legal regime for the use of electronic digital signatures and electronic seals was
characterized, and relevant conclusions were drawn.

METHODS

Analytical analysis of current legal acts, recommendations, and clarifications, as well as scientific works in order to develop
proposals for improving the effectiveness of legal regulation of electronic identification and electronic trust services in
Ukraine.

RESULTS

The emergence of electronic versions of documents led to the need for an electronic signature that would have legal force
for their certification. For this purpose, on December 13, 1999, the European Parliament and the Council of the EU adopted
Directive No. 1999/93/EC "On the system of electronic signatures used within the Community", which legalized electronic
document circulation and introduced the concept of "electronic signature" into legal circulation for the first time [9]. This
Directive established general rules for the use of electronic signatures on the territory of the European Union countries
and obliged all European Union member states to adopt relevant national laws by mid-2001. Directive No. 1999/93/EU
was implemented by the Verkhovna Rada of Ukraine on January 19, 2000, and became a fundamental act on the basis of
which the legal framework of Ukraine in the field of electronic signature was created for many years [14, p. 193].

In order to bring Ukrainian legislation closer to European legislation, on May 22, 2003, Ukraine adopted the laws "On
electronic documents and electronic document management" [27] and "On electronic digital signature" [26]. The latter
defined the legal status of an electronic digital signature and regulated the relations arising from the use of an electronic
digital signature, but it has expired today.

However, neither the EU nor national legislation at that time regulated in any way where and how the electronic signature
should be stored. That is, in fact, the electronic signature could be kept anywhere, which accordingly made it accessible
to criminals. So, for example, in Ukraine, the judicial practice has recorded cases of fraudulent actions in banks using
electronic signatures of responsible cashiers, when considerable sums of money were transferred to the accounts of third
parties. As a result of such actions, banks suffered losses of hundreds of thousands of hryvnias [12].

On July 23, 2014, the European Parliament and the EU Council adopted Regulation (EU) No. 910/2014 "On electronic
identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC" to
replace Directive No. 1999/93/EC, which entered into force on July 1, 2016 [31]. The purpose of adopting this Regulation
is to increase the level of trust in electronic transactions in the domestic market by creating a common basis for safe
electronic interaction between citizens, business entities, and public authorities, thus improving the effectiveness of public
and private online services, electronic business and of electronic commerce in the Union.

This act establishes three types of electronic signatures: simple electronic signature (electronic signature), advanced elec-
tronic signature (advanced electronic signature), and qualified electronic signature (qualified electronic signature). Part 2
of Art. 25 of the Regulation specifies that only a qualified electronic signature (QES) has the force of a conventional written
signature. In other words, only the use of QES allows you to confirm the authenticity of the information contained in the
document. At the same time, part 1 of Art. 25 of the Regulation indicates that the legal force of a simple electronic
signature cannot be denied only on the grounds that such a signature is displayed in electronic form, or that such a
signature does not have the characteristics of a QES. It is believed that this provision gives the entities that exchange
documents dispositive rights to confirm the authenticity of information [32].

Along with this, with the adoption of the Regulation, the concept of "electronic seal" was introduced into the legal field for
the first time, which means data in electronic form that is added to other data in electronic form or logically linked to them
to ensure the origin and integrity of the latter. The electronic seal can be improved and qualified. A qualified electronic
seal enjoys a presumption of data integrity and the correctness of the origin of such data with which it is associated. At
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most, there is a valid rule according to which a qualified electronic seal based on a qualified certificate obtained in one of
the member states is considered valid in all other member states.

On September 3, 2015, the Law of Ukraine "On Electronic Commerce" [29] was adopted, in which for the first time at the
legislative level such concepts as electronic commerce, electronic trade, electronic contract, electronic transaction, elec-
tronic form for submitting information, the procedure for carrying out electronic transactions using information and tele-
communication systems, as well as defined the rights and obligations of participants in relations in the field of electronic
commerce. The law also made changes to a number of normative legal acts, one of which was the Central Committee of
Ukraine. Thus, in particular, amendments were made to Part 1 of Art. 205 of the Civil Code of Ukraine, in which the word
"electronic" was added to the article after the word "written". Thus, for the first time in civil legislation, the concept of an
electronic form of deed was defined as a type of deed [13, p. 469].

However, one of the most important steps towards the integration of our state into the global electronic information space
is the adoption by the Verkhovna Rada of Ukraine of the Law of Ukraine "On Electronic Trust Services", which entered into
force on November 7, 2018. This Law was developed in order to harmonize Ukrainian legislation with the legislation of the
European Union, namely with the Regulation of the European Parliament and the Council (EU) No. 910/2014 of July 23,
2014. It is devoted to the regulation of relations that arise between legal entities, natural persons, subjects of authority in
the process of providing and receiving electronic trust services, the procedure for providing these services, supervision
(control) of compliance with the requirements of legislation in the field of electronic trust services, as well as the main
organizational - legal basis of electronic identification. This Law introduced an updated conceptual and categorical appa-
ratus, which consists of 44 new or updated terms, of which 20 new ones were introduced for the first time, and 18
definitions were imported from Regulation (EU) No. 910/2014. According to the legislators, such legal convergence of
terminology in the field of electronic signature will contribute to the formation of joint interstate regulatory acts in the
future [14, p. 194].

At the same time, the rapid development of information technologies, the introduction of new digital tools aimed at sim-
plifying the access of individuals and legal entities to electronic services, including cross-border services, as well as new
challenges related to the adoption of measures aimed at preventing the spread of acute respiratory disease on the territory
of Ukraine COVID-19, caused by the SARS-CoV-2 coronavirus, required the improvement of regulatory and legal regulation,
in particular in the field of electronic identification and electronic trust services.

As part of the agreements reached during the 22nd Ukraine-EU Summit, the Ukrainian Party and the Party of the European
Union developed (and in January 2021 - agreed) a joint work plan for cooperation between the European Union and
Ukraine regarding electronic trust services with the prospect of concluding a possible agreement, which should be based
on approximation to the legislation and standards of the European Union (letter of the Representation of the European
Union in Ukraine dated January 20, 2021). Clause 9 of the specified joint work plan provides for the adoption of amend-
ments to the Law of Ukraine "On Electronic Trust Services" by January 1, 2022. In turn, on December 1, 2022, the Law of
Ukraine "On Amendments to Certain Legislative Acts of Ukraine on Ensuring the Conclusion of an Agreement between
Ukraine and the European Union on Mutual Recognition of Qualified Electronic Trust Services and Implementation of
European Union Legislation in the Field of Electronic Identification" [25] was adopted, which the title of the Law of Ukraine
"On electronic trust services" was changed to the Law of Ukraine "On electronic identification and electronic trust services",
and its content is set out in a new edition.

Along with this, the legislative base of Ukraine in the field of electronic identification and electronic trust services is quite
saturated with normative and legal acts issued by the Cabinet of Ministers of Ukraine, the Ministry of Justice of Ukraine
(regulator), and the State Service for Special Communications and Information Protection of Ukraine (controlling body)
according to with the distribution of spheres of activity of executive authorities [14, p. 193].

It should be noted that the most common basis for the emergence of civil rights and obligations is a contract. At the same
time, it was the contract that was most affected by the rapid spread of various electronic means of communication. The
increasing use of electronic means of communication in everyday life has had an impact primarily on binding relationships,
which are one of the forms of civil relationships [13, p. 466].

The Civil Code of Ukraine, the Commercial Code of Ukraine, and the laws of Ukraine "On electronic commerce", "On
electronic identification and electronic trust services", and "On electronic documents and electronic document manage-
ment" are devoted to the legal regulation of electronic contracts.

now

According to the provisions of Art. 3 of the Law of Ukraine "On Electronic Commerce", “an electronic contract is an agree-
ment between two or more parties aimed at establishing, changing or terminating civil rights and obligations and executed
in electronic form” [29]. Instead, according to Art. 5 of the Law of Ukraine "On Electronic Documents and Electronic
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Document Management", an electronic document is a document in which information is recorded in the form of electronic
data, including mandatory details of the document. “An electronic document can be created, transferred, stored, and
transformed by electronic means into a visual form. The visual form of presentation of an electronic document is the
display of the data it contains by electronic means or on paper in a form suitable for the acceptance of its content by a
person” [27].

In scientific sources, such legal categories as "electronic form" of the contract, "electronic document" and "electronic
contract" are distinguished. The Central Committee of Ukraine does not operate with the concept of an electronic contract,
limiting itself to the indication that the contract can be concluded in electronic form, which, given the content of the main
act of the civil legislation of Ukraine, is a type of written form. Instead, the Law of Ukraine "On Electronic Commerce"
defines the concept of "electronic contract” through the prism of the fact that the agreement must be reached "in electronic
form". The concept of "electronic document" is broader in meaning and includes "electronic contract". Accordingly, the
contract is qualified as electronic if it is provided in electronic form, which is a type of written [17, p. 104].

The procedure for concluding an electronic contract is regulated by Art. 11 of the Law of Ukraine "On Electronic Com-
merce". In particular, an offer to enter into an electronic contract (offer) must contain the essential conditions stipulated
by law for the relevant contract, and express the intention of the person who made it to consider himself bound in case
of its acceptance. An offer can be made by sending a commercial electronic message or placing an offer (offer) on the
Internet or other information and telecommunication systems. The offer may include terms contained in another electronic
document by redirecting (referring) to it. The person to whom the offer is addressed must be given unhindered access to
electronic documents that include the terms of the contract by redirecting (referring) to them. The inclusion in an electronic
contract of terms contained in another electronic document by redirecting (referring) to such a document, if the parties to
the electronic contract had the opportunity to familiarize themselves with it, cannot be grounds for declaring the transaction
null and void. Accordingly, in order for a person to respond to an offer for an example of concluding an electronic contract,
it is necessary to: send an electronic message to the sender of the offer to conclude an electronic contract, signed in the
manner provided for in Art. 12 of this Law; filling out the application form (form) on the acceptance of such an offer in
electronic form, which is signed in accordance with the procedure provided for in Art. 12 of this Law; taking actions that
are “considered acceptance of an offer to conclude an electronic contract, if the content of such actions is clearly explained
in the information system in which such an offer is placed, and these explanations are logically related to it” [29].

According to the Law of Ukraine "On Electronic Documents and Electronic Document Management", the creation of an
electronic document, including an electronic contract, is completed by applying an electronic signature and/or an electronic
seal. In the case of the creation of an electronic document using more than one electronic signature and/or more than
one electronic seal, its creation is completed by the imposition of an electronic signature or electronic seal by the last
signatory or creator of the electronic seal in accordance with the technology for creating such an electronic document
(Article 6). An electronic copy of a document with mandatory details, including an electronic signature of the author or a
signature equivalent to a handwritten signature in accordance with the Law of Ukraine "On Electronic Identification and
Electronic Trust Services", is considered the original of an electronic document. In the case of sending an “electronic
document to several recipients or storing it on several electronic media, each of the electronic copies is considered the
original of the electronic document. If the author creates an electronic document and a paper document identical in terms
of documentary information and details, each of the documents is an original and has the same legal force” [27].

In accordance with Part 1 of Art. 12 of the Law of Ukraine "On Electronic Commerce", the moment of signing an electronic
legal agreement is the use of 1) an electronic signature in accordance with the requirements of the laws of Ukraine "On
Electronic Documents and Electronic Document Management" and "On Electronic Identification and Electronic Trust Ser-
vices"; 2) electronic signature with a one-time identifier; 3) “an analog of a handwritten signature (a facsimile reproduction
of a signature using mechanical or other copying means, another analog of a handwritten signature) by written agreement
of the parties, which must contain samples of relevant analogs of handwritten signatures” [29].

The Law of Ukraine "On Electronic Identification and Electronic Trust Services" defines an electronic signature as electronic
data added to other electronic data or logically linked to them and used by the signatory as a signature. Instead, an
electronic seal is electronic data that is added to or logically linked to other electronic data and is used to ensure the
authenticity of the origin of the related electronic data, to certify the electronic signatures of signatories on electronic
documents, or to certify the conformity of copies of documents to the originals and integrity violation detection.

Electronic signatures and electronic seals can be improved and qualified. An improved electronic signature or seal must
meet the following requirements: 1) be uniquely related (related) to the signer or creator of the electronic seal; 2) provide
an opportunity to identify the signatory or creator of the electronic seal; 3) created using a personal key, which the signer
or creator of the electronic seal can use with a high level of reliability under his own sole control; 4) to be associated
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(associated) with electronic data on which an improved electronic signature or seal has been applied, in such a way that
any subsequent change of such data can be detected.

A qualified electronic signature and seal must be based on a qualified electronic signature certificate. The use of advanced
electronic signatures and seals, which are based on qualified public key certificates, provides a medium level of trust in
means and schemes of electronic identification, and qualified electronic signatures and seals - a high level of trust in means
and schemes of electronic identification. At the same time, the average level of trust in means of electronic identification
refers to a means of electronic identification within the framework of the step-by-step structure of electronic identification,
which in its content affects the determination of the degree of trust in declared or asserted personal identification data; is
described with reference to the relevant technical specifications, standards, and procedures, including means of monitoring
this or that technical means with their purpose, which is to reduce the risk of using or sharing personally identifiable data.
“A high level of confidence in an electronic identification means refers to an electronic identification means in the context
of an electronic identification scheme that provides a higher degree of confidence in the declared or asserted identification
data of a person than an electronic identification means with a medium level of confidence and is described by reference
to the associated technical specifications, standards, and procedures, including technical means of control, the purpose of
which is to prevent improper use or substitution of identification data” [28].

The Law of Ukraine "On Electronic Identification and Electronic Trust Services" in the version of Law No. 2801-IX dated
01.12.2022 removed restrictions on the use of electronic seals exclusively by legal entities. At one time, legal literature
argued in favor of the fact that the legal provision on the use of an electronic seal only by legal entities limits the rights of
natural persons - entrepreneurs. In particular, it was noted that the subject of electronic commerce is a business entity of
any organizational and legal form that sells goods, performs work, provides services using information and telecommuni-
cation systems, or a person who purchases orders, uses the specified goods, works, services by making an electronic
transaction. Business entities are 1) “economic organizations — legal entities created in accordance with the Civil Code of
Ukraine, state, communal and other enterprises created in accordance with the Economic Code of Ukraine, as well as other
legal entities that carry out economic activities and are registered in the established law order; 2) citizens of Ukraine,
foreigners and stateless persons who carry out economic activities and are registered in accordance with the law as
entrepreneurs. At the same time, both legal entities and natural persons - entrepreneurs have the right to use seals in
their activities” [7, p. 30].

An “electronic signature with a one-time identifier is data in electronic form in the form of an alphanumeric sequence,
added to other electronic data by the person who accepted the proposal (offer) to conclude an electronic contract and
sent to the other party to this contract” [29].

Jurisprudence assumes that it is a combination of numbers and letters, or only numbers, or only letters, which can be
obtained by e-mail in the form of a password, sometimes in a "login-password" pair, or an SMS code sent to a phone, or
in another way. When placing an order under a login and password, an electronic document is created, in which the person
who created the order is indicated using the information system (website) [20; 21].

Such a one-time identifier is sent by the person offering to conclude the contract to the other party by means of commu-
nication. Accordingly, in case of acceptance of the offer to conclude a contract, the person adds the identifier to the
electronic message [6, p. 13].

The absence of an electronic signature indicates that the electronic document was not created, and therefore cannot be
considered by the court as evidence. A similar position is expressed by the Cassation Economic Court of the Supreme
Court. Yes, in their resolutions: dated June 11, 2019 (case No. 904/2882/18), dated September 24, 2019 (case No.
922/1151/18), and dated December 28, 2019 (case No. 922/788/19) he investigated the possibility of using a printout of
an electronic correspondence without an electronic signature as evidence in a case. The rulings of the Cassation Economic
Court of the Supreme Court indicate that an electronic signature is a mandatory requisite of an electronic document. The
absence of such details in an electronic document excludes grounds for considering it an original. Therefore, a printout of
an electronic correspondence cannot be used as evidence in the case, as it does not meet the requirements of the Law of
Ukraine "On Electronic Documents and Electronic Document Management", does not contain an electronic signature, which
is @ mandatory requisite of an electronic document, which makes it impossible to identify the sender of the message and
the content of such the document is not protected from amendments and corrections [22; 23; 24].

Regarding the legal consequences of the absence of an electronic seal on an electronic document, the following should be
noted. On December 1, 2022, Art. 6 of the Law of Ukraine "On Electronic Documents and Electronic Document Manage-
ment" is set forth in the new version, in particular, it is stipulated that an electronic seal is also a mandatory requisite of
an electronic document. Therefore, its presence or absence on an electronic document indicates that it was not created.
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DISCUSSION

In the prescriptions of Part 6 of Art. 18 of the Law of Ukraine "On Electronic Identification and Electronic Trust Services"
state that only a qualified electronic signature has the legal force of a handwritten signature [28]. Therefore, it can be
concluded that only with the use of a qualified electronic signature, the parties can exchange information in electronic
documents.

However, it is noted in the legal literature that according to Art. 215 of the Civil Code of Ukraine, there are no grounds for
invalidating a contract signed not in the form of a qualified electronic signature [32]. After all, Part 1 of Art. 7 of the Law
of Ukraine "On Electronic Documents and Electronic Document Management" establishes that the original of an electronic
document is an electronic copy of the document with mandatory details, including the author's electronic signature or a
signature equivalent to a handwritten one. In turn, Part 4 of Art. 6 of this Law empowers persons with dispositive powers
regarding whether to give legal force to a regular or improved electronic signature [27]. Moreover, Part 5 of Art. 18 of the
Law "On Electronic Identification and Electronic Trust Services" establishes the rule that an electronic signature that is not
in the form of a qualified electronic signature cannot be invalidated only on the grounds that it does not meet the require-
ments of a qualified electronic signature [28]. Therefore, we agree that the contract between the parties was not signed
using a qualified electronic signature, which will not mean the invalidity of such a contract, therefore the use of ordinary
and advanced electronic signatures is completely legal and will create rights and obligations for the parties who signed
such a contract [32].

Also Art. 12 of the Law of Ukraine "On Electronic Commerce" specifies that for the purposes of concluding agreements in
the field of electronic commerce, the parties may choose any method of signing the agreement between them [29]. For
example, when purchasing a product in an online store, the consumer will be asked to sign a purchase agreement using
a virtual display of his signature on the screen of the device from which the consumer purchases the product. Such a
signature will be sufficient for the electronic transaction to be considered concluded, and the parties will have mutual rights
and obligations.

Regarding the conclusion of contracts between residents of different countries, in this case, it is necessary to be guided
by the provisions of the Law of Ukraine "On International Private Law". If the parties to contractual relations wish to
regulate their own relations according to Ukrainian legislation, they can use ordinary and improved electronic signatures.
If they choose to be regulated by the legislation of a third country, it is necessary to analyze the relevant laws in this area
of that country [30].

CONCLUSIONS

The introduction of electronic signatures and seals is an important step in the field of electronic identification and electronic
trust services. Their legal consolidation and implementation are evidence of the rapid technological development of the
country, adaptation to international standards, and ambitions to create an efficient, transparent, and open electronic
provision of trust services.

In the absence of an electronic signature or seal on an electronic document it is impossible to identify the sender of this
or that message, and therefore there is no need to talk about the protection of such a document from any kind of editing
or correction. In this case, it is not appropriate to talk about the importance of such a document without a proper electronic
signature or stamp for recognition in court. An electronic contract signed between the parties not using a qualified elec-
tronic signature will not mean the invalidity of such a contract, therefore the use of ordinary and advanced electronic
signatures is completely legal and will create rights and obligations for the parties who signed such a contract.

Prospects for further research into the legal regulation of electronic identification and electronic trust services in the EU
countries, which can be implemented into the domestic legal system, consist in the development of a theoretical and legal
basis and arguments for the relevant legislative changes, which will simplify and speed up the electronic document flow.
This will contribute to the scientific substantiation of proposals for improving the mechanism of legal regulation of electronic
identification and electronic trust services in Ukraine.
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NPABOBE PETYJIFOBAHHS EIEKTPOHHOI IAEHTU®IKALIL TA EJIEKTPOHHUX AOBIPYMX
NOCNYr B YKPAIHI: NEPCNEKTUBU BAOCKOHAJIEHHS A PO3BUTKY B YMOBAX
FAPMOHI3ALIL 3 NPABOM EBPOMENCbKOrO COIO3Y

EnekTpoHHi AOKyMeHTW, 06MiH TakMMM AOKyMEHTaMM, 3acBiAYEeHMMM eNeKTPOHHMM MIAMMCOM i MeYaTKol, BCe 4vacTiwe
3aCTOCYHOTb Y BCiX LiapyHax XuTTS CcycninbcTea. Y cdepi npMBaTHO-NPaBOBUX BiAHOCWUH BiH MPUCKOPIOE npoLleaypy ykna-
JaHHs porosopis. MNigBuLeHHs! eeKTUBHOCTI iX NiANMCAHHS, CBOEKD Yeproto, A03BOSISIE NMPUCKOPUTM BUKOHAHHS [OrOBip-
HMX BiAHOCUH | TUM CaMMM MiABULLIMTM SKICTb 06CNYroBYBaHHS KIIEHTIB, NAPTHEPIB | MoCTavanbHUKiB. CTaTTa NpucBsveHa
aHanisoBi NPaBOBOro peryioBaHHs eNeKTPOHHOI igeHTUdIKaLIT Ta eNeKTPOHHMX A0BIpYMX MOCNYyr. ABTOPU aKLEHTYIOTb
yBary Ha BaXX/IMBOCTi rapMOHi3aLlii yKpaiHCbKOro 3aKOHOAABCTBa 3 NpaBoM EBponeicbkoro Coto3y y BiAMNoBIAHIN LapuHi.
MpoaHanizoBaHo cnNpobu BTINUTM AOCBIA MbKHAPOAHMX CTaHAAPTIB WOAO €NEKTPOHHOI iAeHTUdIKauii Ta eNeKTPOHHMX A0-
BipuMX MOCNYr Y HalioHanbHe 3aKoHOAaBCTBO. CTaTTa NPUCBSYEHA BUBYEHHIO 3MICTY TEPMIHIB «eNeKTPOHHWUIA Mianmc» Ta
«efIeKTPOHHA NneyaTka» y Mexxax A0CNiAKEHHS! BUAIB YKa3aHUX MOHSATb, 30KpeMa: YAOCKOHANEHWUI eNeKTPOHHMWIA NigNMC Ta
neyaTka, kBaniikoBaHWIN €NeKTPOHHMI NiANWUC Ta NeyaTka. TakoX aKLEHTOBaHO yBary Ha TMX BUMOrax, Mig siki CyBopo
nianapae keanidikalis enekTpoHHOro NianMcy 1M nevyaTku. Y Mexax AOCNiMXeHHsI YUHHOMO 3aKOHOAABCTBA 3arasioM i cy-
[0BUX NPaKTMK 30KpeMa 3'coBaHi NpaBoBi HAaCNiAKM BiACYTHOCTI Ha eNeKTPOHHMX AOKYMEHTax enekTPoHHOro nignucy abo
neyatku. ns npuknagy, y Bunagkax BiACyTHOCTI Ha €NeKTPOHHMX AOKYMEHTax €NeKTPOHHOro nignucy abo nevaTku BHe-
MOX/IMBIIOETLCS iAeHTUIKaLif BignpaBHMKA TOro YK iHLWOro NOBiAOMEHHS. KpiM TOro, y TakoMy BUMaAKy AOUINbHO Bia-
3HAUMTU 1 HE3AXMLLEHICTb TaKOro TUMY JAOKYMEHTA Bil MOX/IMBOCTI KOPEKLIT TEKCTY UM NpaBKku. BiaTak KOHCTaTOBaHO, L0
Y BUMAZKY BiACYTHOCTI B €/1EKTPOHHOMY [JOKYMEHTI €MEKTPOHHOIO MiAMNMCY UM NEeYaTKn, Takuii AOKYMEHT He po3rnsaaaloTb
y CyAOBOMY MpoLeci Sk Aoka3. MMigTpMMaHo no3uuito npo Te, WO Ha HauioHanbHOMY piBHI OrOBip MK CTOpPOHaMu, nianu-
CaHUI He 3 BUKOPUCTAHHSIM KBanidhikoBaHOroO eIEKTPOHHOMO MiAMNMCY, HE O3HaYaTUMe HeiNCHICTb Takoro JOroBopy, TOMy
BMKOPUCTaHHS 3BMYAiHOMO Ta BAOCKOHANEHOI0 €/IEKTPOHHMX MIiAMMUCIB € LiIKOM 3aKOHHUM i CTBOPIOBATUME MpaBa Ta 060-
B'SI3KV AN CTOPiH, KOTpi nignucany Takui Aorosip.
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