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IMPROVEMENT OF COUNTERING ILLEGAL
FINANCIAL TRANSACTIONS WITH PAYMENT
CARDS

ABSTRACT

The article summarizes the arguments and counter-arguments in the scientific debate
on the relationship between cyber fraud and financial crime. The main purpose of the
study is to improve the system of counteraction to illegal financial transactions using
payment cards. The urgency of solving this scientific problem is due to the fact that
increasing online payments, and rising the volume of non-cash payments using bank
payment cards creates conditions for various forms of fraud that require legal regulation
and identifying possible ways to combat such crimes. The study found that the degree
of fraud is directly influenced by factors such as a low level of digital and financial
literacy; a lack of a standardized customer authentication system; a large amount of
financial and personnel data; relatively low efficiency of the information security control
system of banks. According to the analysis of the current state and trends in the financial
sector, the following subsystems have been identified that make up the general system
of combating fraud with bank payments, such as banking management (functional sub-
system), information and communication technology management (technological sub-
system), regulatory support legislative subsystem) and increasing the level of digital
and financial literacy of consumers of financial services (educational subsystem). The
results of the study have practical value for the management of financial institutions to
improve the system of combating illegal financial transactions using payment cards,
namely the creation of separate bodies for analysis and regulation of fraud in the bank-
ing sector, strengthening responsibility for fraud at the legislative level, establishing a
single, development of open banking system.
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INTRODUCTION

The rapid development of digital technologies and the increase in the density of Internet
coverage in the country have provoked an increase in online payments and the growth
of using bank payment cards [1]. “Cyber frauds are becoming increasingly sophisticated
because banks must keep up with the latest cybersecurity technologies. Any social up-
heaval, such as earthquakes, war, or country default, is an incentive for intruders to
become more active, and therefore, understanding the main methods of cyber fraud
and the peculiarities of cyber-attacks in Ukraine is highly relevant, as it allows to respond
quickly to the most significant challenges for both banking institutions and, to some
extent, for bank customers” [13, p. 19].

The rapid pace of modernization of the banking sector and the emergence of new pay-
ment methods have become the basis for the emergence of various forms of fraud that
require legal regulation and improvement in the system of combating financial crimes.
Losses from fraud in the financial sector are borne by both the payment service provider
and the financial consumers.

The main types of attacks on the banking sector are Deepfakes, Zero Trust, phishing,
DDoS, brute force, IDOR, XSS vulnerability, SQL injection, malware installation.
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According to Merchant Savvy, the losses from fraud with bank payments in the world during 2011-2020 tripled: from 9.84
to 32.39 billion US dollars. According to their forecasts, the volume of losses from fraud with bank payment cards will grow
steadily and is expected to reach 40.62 billion US dollars in 2027, which is 25% higher than in 2020 [2]. One of the biggest
consequences is the decline in public confidence in financial institutions, which further hinders the use of public money as
an investment tool for the development of the national economy.

LITERATURE REVIEW

The scientific works, which study the actual problems of the development of the payment instruments market, including
payment cards of banks, show quite serious attention paid by leading scientists to the analysis of modern trends in the
role of payment cards in the organization of money circulation and their impact on the course of economic processes.

M. Idzik and K. Sobchak study the development of the non-cash payments market based on a comparative assessment of
the use of payment cards in the European Union, paying special attention to the development of payment infrastructure
and pointing to the tendency to reduce the number of ATMs due to the introduction of cards with the contactless payment
function, as well as the introduction of payments by smartphones [30]. Similarly, S. Gibman, the purpose of his analysis,
determined the development of the infrastructure of payment systems, carrying out a comparative assessment of technical
and information instruments for the circulation of payment cards and systems such as Apple Pay or applications based on
blockchain [31]. L. Kantnerova studies the peculiarities of using payment cards in retail trade, providing trading enterprises
with appropriate payment terminals and the impact that this factor has on satisfaction with payment cards and services
associated with them [32].

With the development of technology and continuous economic growth, acts of fraud have become much more common in
the financial sector. During 2000-2021, the number of scientific publications with the keywords "fraud" and "card", pub-
lished in journals included in the scientometric database Scopus, is 1791 documents. In particular, O. Caelen from the
Worldline Research Center (Lyon, France) has 16 publications, most of which are written in the fields of computer science,
engineering, and mathematics. In his work [3] "Detection of credit card fraud: realistic modeling and a new learning
strategy" the author believes that the most effective method for analyzing and detecting criminal acts with bank payments
is artificial intelligence. On the example of the work of M. Shanmugam etc. [4], it has been proven that money transfers
and financial payments are the most popular means of Internet banking in the UK. The authors of this paper noted that
the security of financial transactions is the most important factor influencing the speed of implementation of Internet
banking in the UK. Y. Li and H. Zhang in [5] propose a technology, the essence of which is to generate one-time card
numbers with some secret parameter known only to the cardholder and issuer. According to the study, such a scheme
carries less burden on credit card issuers and can be organized in the field of offline and online payments.

In current conditions, the issue of cyber-attacks is quite relevant. It is covered in numerous both general scientific and
specialized scientific works, for example, the works Analysis of the consequences of cyber fraud in the banking system of
Ukraine (Yarovenko & Boyadzhyan, 2018) [19] or Cybersecurity as an essential component of the national security pro-
tection system of European countries (A. Voitsikhovsky, 2018) [15], etc. The legal framework for information and cyber-
security is reflected in the publication of Novytskyi V. (2022) [16]. At the same time, since the article's publication, the
National Bank has updated the legal framework for cybersecurity. The monograph of Bakalynskyi (2020) [14] formulated
recommendations for building an effective information security system, but, again, without considering global and Ukrain-
ian trends of our time. This problem is typical for other scientists, including Trofymenko O. et al. (2019) [17], A. Ya.
Kuznetsova, & N. P. Pohorelenko (2021) [18] since the preparation of the study requires a long time, during which many
circumstances can change, especially in the field of banking cybersecurity.

AIMS AND OBIJECTIVES

The aim of the article is to develop conceptual foundations for the system of combating fraud with bank payment cards.
To achieve the aim, the following objectives are solved in the article:

- the state of the payment card market in Ukraine is analyzed;

. the chronology of cyberattacks on the banking system of Ukraine is summarized;

. subsystems that make up the general system of combating fraud with bank payments are distinguished.
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METHODS

The study uses general scientific and empirical techniques and tools of economic science, methods of analysis and syn-
thesis, comparison, summary and grouping. To study the development of the current state of the use of payment cards
as an effective means of non-cash payments in Ukraine, statistical methods were used, as well as methods of analysis and
observation. The method of summarizing the results was used to formulate conclusions on trends and development of
directions for improving the system of counteraction to illegal financial transactions with payment cards.

RESULTS

In Ukraine, the number and volume of non-cash payments using payment cards continue to grow, which is determined,
among other things, by the further efforts of the National Bank to digitally transform the financial system. In particular,
over the last period, the regulator has taken measures to simplify the issue of payment cards and carry out transactions
with their use:

. the possibilities of using businesses of corporate payment cards have been expanded;

. the procedure for obtaining a payment card by an authorized person of an individual — account holder has been
simplified;

. the possibilities of carrying out transactions with payment cards with the use of cloud services provided using equip-
ment located on the territory of developed countries have been expanded.

Table 1. Dynamics of the number of payment cards issued by Ukrainian banks by type of information carriers, million units. (Source:
[12, 33])

Indicators 2017 2018 2019 2020 2021
Total number of issued payment cards in circulation 59.9 59.4 68.9 73.4 89.1
Active payment cards 34.9 36.9 42.2 40.4 46.3
Contactless payment cards 2.7 4.0 8.6 13.2 20.0
Tokenized payment cards - - 2.5 3.9 6.7

As can be seen from the data provided in Table 1, the total number of payment cards issued by commercial banks of
Ukraine over the past five years has increased by almost 50%: from 60 to 90 million units. And only in the last year, the
growth rate was 21.3% compared to the previous period. At the same time, more than half of the issued payment cards
(52%) were active payment instruments used by economic agents to carry out expenditure transactions.

The share of non-cash payments using payment cards in Ukraine increased to almost 61% at the end of 2021 from 56%
at the beginning of the year. The number of transactions using payment cards issued by commercial banks of Ukraine
reached 7817.1 million units, and their amount — UAH 5091.7 billion, which is almost a third (by 30.3% and 28.7%,
respectively) more than in 2020 (Table 2).

Table 2. Dynamics of the number and volume of transactions made using payment cards in Ukraine. (Source: [12, 33])

Non-cash transac- Cash withdrawal Non-cash transac- Cash withdrawal
Total amount, tions Total amount, tions
Years million pcs UAH billion
pes. million o milion | billion o billion
o ) /o %
pcs. pcs. UAH UAH

2017 3001 2311 74.8 780 25.2 2125 835 39.3 1290 60.7
2018 3915 3073 78.5 842 21.5 2876 1297 45.1 1579 54.9
2019 5057 4167 82.4 890 17.6 3576 1798 50.3 1778 49.7
2020 5997 5211 86.9 786 13.1 3958 2209 55.8 1749 44.2
2021 7817.1 7039.9 90.1 777.2 9.9 5091.7 3099.1 60.9 1992.6 39.1

Given in Table. 2 trends indicate the increasing readiness of market entities in Ukraine to use payment cards as a means
of payment for goods and services in the process of non-cash payments, and not as a tool for receiving cash at the bank's
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cash desk or ATM. Unlike bank deposits, payment cards demonstrate better liquidity and, consequently, reliability for
storing funds, and therefore enjoy a higher level of public confidence. In addition, there is a stable positive trend of growth
in the share of non-cash transactions also for the reason that new generations of customers who are more knowledgeable
in digital technologies create a corresponding demand for modern banking payment services.

Despite constant audits, control of financial transactions, additional levels of customer base verification, and continuous
improvement of information security systems, crime with bank payment cards remains one of the most common crimes in
the banking sector. The main factors that determine the banking system's sensitivity to criminal activity are:

. the storage and processing of large amounts of financial and personnel data;

. low level of digital literacy among the population;

. lack of standardized customer verification systems;

. low efficiency of the information security control system of banks;

. non-compliance by the bank's managers with the institution's standards for fraud prevention.

The largest cyberattacks on the banking sector and bank customers in January-August 2022 are shown in Figure 1.

AgentTesla,
Gammaload,
August 2022 GammaStee
RelicRace/RelicSource,
July 2022 N e "monetary
compensation"
June 2022 Cobalt Strike B_eacon and
exploits
Financial frauds
April 2022 DDoS, Hacktivist
March 2022 Deface, CaddyWiper,
. . DDoS
Panic Attack, BGP Hijack,
February 2022 Meris , HermeticWiper, DDoS
January 2022 Whispergate, DDoS

Figure 1. Chronology of cyber-attacks on the banking system of Ukraine in 2022. (Source: [13, 20-29]

Fraud with the use of bank payment cards is a global problem that affects not only Ukraine. Thus, according to the
European Central Bank, the total volume of transactions in 2019 is 5.16 trillion euros, of which 1.87 billion euros were
recognized as fraudulent [6]. In 2019, the volume of fraudulent banking transactions increased by 3.4% compared to
2018. The volume of CNP fraud (cardless transactions) continues to grow, the share of which in 2019 is 80% of the total
fraud. Instead, fraud in ATMs and POS terminals was reduced to 5% and 15% of the total cost, respectively.

In the countries of the European Union, the number of fraudulent transactions with bank cards in 2019 grew faster than
their corresponding value. In 2019, the average cost of fraudulent transactions decreased by 10% compared to 2018 [7].

According to a survey of top management of financial institutions of Ukraine conducted by specialists of the National Bank
of Ukraine, as of November 2021, one of the main sources of risk for the domestic financial sector is fraud and cyber
threats (2nd place among the analyzed threats after "corruption, law enforcement and the judiciary "). In November 2021,
16% of respondents rated the factor of "fraud and cyber threats" at a very high level, while in November 2020 this figure
was only 3% of respondents [8].

As for Ukraine, the number of payment cards in circulation is growing steadily every year and as of November 2021 is
43.81 million units. During 2011-2021, the average annual growth rate of transactions using electronic means of payment
in Ukraine was 22.96%. In 11 months of 2021, the volume of non-cash transactions using payment cards amounted to
UAH 2,766 billion, which is 25.22% more than in 12 months [8].

The average amount of one illegal transaction in 2020 averages UAH 1,900, which is 10% less than in 2019. The number
of fraudulent actions with payment cards, by contrast, increased by 41% and amounted to 101 thousand units. [8].
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Dynamics of the share of losses from fraud with payments by the method of implementation (2019-2020): decreased in
the retail network from 0.0066% to 0.0061%; increased in ATMs from 0.0022% to 0.0033%; remained unchanged on the
Internet at 0.0061% [9].

Thus, after analyzing the national financial statements, we can conclude that the more contactless, token, and other types
of cards are issued - the greater the risk of falling victim to fraud. Currently, most losses are incurred via the Internet,
followed by ATMs and retail chains. The average amounts, on the other hand, show a radically different picture: the ATM
accounts for UAH 3,646 of the average fraudulent transaction, the Internet for UAH 1,622, and retail chains for UAH 1,984.

Currently, one of the most common types of fraud is social engineering. The essence of the method is to motivate the
"victims" to provide their personal data or make a transfer of money to the accounts of fraudsters.

Viking, as one of the methods of fraud with the use of social engineering, is to use methods of communication (phone
calls, messages, emails) in retaliation for confidential information. Scammers are usually represented by a bank employee
who reports unusual transactions on your account. According to the attacker, the CVV code, PIN code, card number,
and/or other conference data must be reported to verify the account.

Usually, this scheme is designed for the elderly due to low awareness. The main incentive to disclose their data is the
operator, who puts pressure and emphasizes the urgency of the situation.

These statistics indicate that the issue of fraud with bank payments in Ukraine is acute, as the number and losses from
them are growing every year. In the next section, we will consider ways to improve the system of combating illegal actions
with payment cards.

An effective fight against payment fraud requires continuous improvement of forms and methods of combating illegal
transactions, identifying vulnerabilities in the information security system of the financial institution, as well as the intro-
duction of a set of preventive measures to reduce the number and frequency of fraudulent transactions with bank cards.

Fraud with bank payment cards is an increased public danger, as it damages a wide range of people, which has a destruc-
tive effect on the level of confidence in banking services and financial inclusion. Today, crime with the use of electronic
means of payment has no borders, and therefore to effectively combat such criminal acts it is necessary to use the
recommendations of international agencies and cooperate with international companies. That is why an important role in
combating payment fraud is to unite the efforts of financial institutions, as well as regulatory, supervisory, and supervisory
authorities [10,11]. With the coordinated and joint activities of the above institutions, the risk of spreading fraud with
means of payment can be reduced. Based on this, the system of combating fraud with means of payment should be three-
tier, which includes cooperation and interaction of international organizations, government agencies, as well as banking
institutions and their customers (Figure 2). Effective ways to combat fraud in the banking sector can be coordinated actions
in such areas as banking management (functional subsystem), management of information and communication technolo-
gies (technological subsystem), regulatory support (legislative subsystem), and raising the level of digital and financial
literacy of consumers of financial services (educational subsystem).

The educational system is to expand knowledge about financial literacy. This subsystem includes not only educational work
from banking institutions but also special subjects in educational institutions, and training for children. This direction will
allow growing financially aware citizens. For the older generation, it is also proposed to set up information centers where
it will be possible to consult a specialist about any operation that may be fraudulent. We offer to disseminate information
about measures that can help identify bank fraud.

The legislative subsystem includes the creation of modern regulation of fraudulent banking operations, prosecution of
criminally responsible persons, and the provision of appropriate penalties. To implement these proposals, it is necessary
to respond quickly and accurately to any changes and "trends" in the types of fraud with bank payments, as well as to
actively involve international experts in preventive security.

The functional subsystem is mostly to conduct full monitoring and analysis of all types of payments in terms of systems
such as Internet banking, customer banking, and more. The main condition is that the analysis and monitoring include
data on all banks to facilitate the further formation of lists of potential fraudsters.
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Figure. 2. Key elements of the system of counteraction to fraud with bank payment cards.

The technological subsystem includes the use of the most modern methods for detecting fraud in banking operations. To
stimulate scientists, we propose to create material measures to increase interest in this topic to study modern methods of
fraud analysis. Also, it is important to constantly maintain the proper level of confidentiality of customers, and their personal
data.

DISCUSSION

In the process of dynamic development of the world economy, there are extremely high requirements for availability,
safety, speed, convenience and cost of payments and transfers of funds. The inability of traditional paper money to fully
meet the needs of consumers arising at the present stage of economic development increases the role of non-cash trans-
actions and payment systems and services.

We agree with scientists Dziubliuk, O., Lutsiv, B., & Chaikovskyi, Y. (2022) who note that “payment cards as a key tool for
remote access to bank accounts are the main driver of the development of cashless payment operations and the promotion
of the institutional foundations of money circulation in the direction of the increasing growth of its cashless component,
which reflects society's demand for reduction in price, acceleration and improvement of payments. Global processes of
building economic relations based on digital transformation make this trend irreversible” [12, p. 51].

Despite the huge opportunities provided by the use of payment cards in the process of improving the quality, speed and
security of payments, reducing circulation costs and simplifying settlement transactions, further active development of the
payment card market is limited to the action of certain deterrents, the presence of which is determined by two key
circumstances: on the one hand, the still existing advantages of using cash, which is attractive to a significant proportion
of households, On the other hand, there are certain problems that accompany the development of the financial sector in
general, and the payment card market itself in particular. One of these problems is cyber fraud with payment cards.

In research Kloba, L., & Kloba, T. (2022), based on the analysis of public information on the chronology of large cyberat-
tacks on the banking sector, a “list of features of cyber threats to banks and their clients was formed, namely: adaptability
of the banking sector to the latest cyber threats; strengthening the responsibility of banks before the regulator, including
financial responsibility; remote work of bank specialists, which creates an increase in the risk of the human factor; Swedish
Malware Update; psychological orientation of cyberattacks” [13, p. 19]. We support the features of cyber threats of banks
and their customers listed by these scientists and believe that they should be the subject of further research by scientists.
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CONCLUSIONS

Global trends in the development of the financial sector show that the payment card market, which meets the needs to
improve the convenience, speed and security of payment transactions, paves the way for the final movement of the
banking services mechanism in a new era of the digital economy, and payment cards are the main driver of promoting the
institutional foundations of money circulation towards a cashless society.

The payment card market in Ukraine is currently actively developing and has a steady upward trend, but improving the
quality of card services, and thus increasing the market largely depends on solving problems associated with the need to
introduce new services and forms of services on bank cards, regulating the manifestations of monopoly in the market of
payment transactions, active measures for the further development of payment infrastructure, as well as overcoming
institutional shortcomings in the development of the financial sector as a whole and developing an active anti-fraud system.

Information insecurity is the most dangerous for banks, therefore, when solving this problem, the bank must take into
account the fact that one of the main conditions for the stable functioning of each bank is the exchange of information.
That is, the basis of information security should be based on measures to protect the information in the means and
networks of its transmission and processing, as well as the creation of an appropriate regulatory framework that would
regulate the procedure for accessing, storing and using information from a company, bank, enterprise.

The most common types of intentional threats of today are the following in terms of frequency of manifestation: copying
and theft of software; unauthorized data entry; change or destruction of data on magnetic media; sabotage; theft of
information; unauthorized use of computer resources; unauthorized use of automated banking systems; unauthorized
access to information of a high level of secrecy. The main task of banking information security is to provide conditions for
preventing illegal or unfair leakage of commercial information and its use in criminal or illegal actions.

In case of violation of information security of financial institutions, this may lead to actual loss of funds of customers of
the banking institution (individuals and legal entities); inability to actively use the free funds of citizens as an investment
resource; loss of reputation caused by the disclosure of banking secrecy, personal data, etc; legal claims from affected
clients; the need to acquire more sophisticated means of protection to ensure an appropriate level of information security;
search for qualified specialists to address current and future gaps in the bank's information security system.
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boxerko B., Kinbaeu A., JleoHos I

YAOCKOHANEHHA CUCTEMM NPOTUAIL HENErAJIbHUM ®IHAHCOBMM OMEPALISAM I3
MAATDXHUMUN KAPTKAMU

CTaTTa y3aranbHIOE apryMeHTU Ta KOHTPapryMeHTU B Mexax HayKOBOI ANCKYCIi 3 MUTaHHS B3aEMO3B'A3KY MiX KibepLuax-
pancTBoOM Ta (iHaHCOBMMU 3104MHaMU. OCHOBHOIO METOIO NMPOBEAEHOIO AOCIMKEHHS € BAOCKOHANEHHS CUCTEMM NpOTUAIT
HeneranbHUM (iHaHCOBUM OnepauisM i3 BUKOPUCTAHHSIM MIAaTKHUX KApTOK. AKTYanbHICTb BMPILLEHHS AaHOI HAYKOBOI Npo-
6nemn obyMoBneHa TMM, LLO 36iNbLUEHHS pO3paxyHKIB y Mepexi IHTepHeT, HapolleHHs! 0b6csriB 6e3roTiBKOBUX pO3paxyHKiB
i3 BUKOPUCTAHHAM 6aHKIBCbKMX MNATKHWUX KapTOK CTBOPOIOTb YMOBM Af1S MOSIBU Pi3HOMAHITHUX (hOpM LIaxpaicTea, Lo
noTpebyioTb NPaBOBOro PerytoBaHHS Ta BU3HAYEHHS MOXIMBUX LWASXiB 60poTeby 3 TakMMmM 3nounHamum. Y npoueci goc-
NimKeHHs! 6yN0 BMSIBIEHO, WO Ha CTYNiHb LWAxpaicTBa MPSMO BMIMBalOTb TaKi YWHHMKWU: HU3bKMIA piBeHb LMGPOBOI Ta
¢hiHaHCOBOI rPaMOTHOCTI; BiICYTHICTb CTAHAAPTU30BaHOI CUCTEMM ayTeHTUdIKaLi KNiEHTIB; BENUKKIA 06'eM AaHMX npo di-
HaHCOBE CTaHOBMLLUE, AiNIbHICTb KMIEHTIB; BiIHOCHO HU3bKa edeKTUBHICTb CUCTEMMU KOHTPOIO 3a iHdhopMaLliiHoto 6e3ne-
KO0 BaHKiB. 3a pe3ynbTaTaMy aHani3y Cy4acHOro CTaHOBMLLA Ta TeHAeHLiN y dhiHaHCOBOMY CEKTOpI 6YNM BUOKPEMEHI
Taki niaCMCTEMM, LIO CKNaAaloTb 3aranbHy CUCTEMY MpOTUAIl WaxpancTey 3 6aHKIBCbKUMU MiaTeXxaMmu, aK: ynpaBniHHS
6aHKiBCbKOIO AisinbHICTIO (DYHKLUiIOHaNbHA niacMcTeMa), ynpasniHHS iHGOpMaLIiHO-KOMYHIKaL[IMHUMK TeXHOMOrisMU (Tex-
HoMorivyHa nigcucrema), HoOpMaTMBHO-NpaBoBe 3abe3neyeHHs (3akoHodaBYa MiacucTeMa) i NigBULLEHHS piBHSA LMbpPOBOI
Ta (piHaHCOBOI rPaMOTHOCTI CnoXXMBadiB iHaHCOBKX Nocayr (OCBITHS nigcuctema). PesynbTaTi AOCNIAXEHHS MaloTb Npak-
TWUYHY UiHHICTb ANS MEHEMKMEHTY (PiHAHCOBMX YCTAHOB ANS1 BAOCKOHANIEHHS CUCTEMU NPOTUAIi HeneranbHUM (iHaHCOBUM
orepaLisiM i3 BUKOPUCTAHHSIM MIATKHUX KapToOK, @ CaMe: CTBOPEHHSI OKPEMMX OpraHiB aHani3y Ta perysoBaHHs Lwaxpan-
CTBa B 6aHKIBCbKOMY CEKTOpI, MOCWUMEHHS BiAMOBIAANIbHOCTI 3@ CKOEHHS LUaxXpaiiCTBa Ha 3aKOHOAABYOMY PiBHi, YCTAHOB-
NEHHs1 EAMHOrO CTaHAAPTY CUCTEMM ayTeHTUdIKaLii NS KNIEHTIB, PO3BUTOK CUCTEMM BIAKPUTOrO HaHKIHry.

KnrouoBi cfioBa: LWaxpancTBo, NiaTixkHi iHCTPYMEHTH, 6aHKIBCbKi kapTKy, hiHaHCOBI 3/104MH

JEL Knacudpikauia: D62, D82, G20, G32, H56
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