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PATTERNS OF FINANCIAL CRIMES USING
CRYPTOCURRENCIES

ABSTRACT

The cryptocurrency market is rapidly gaining momentum and is becoming an alternative
financial platform to the traditional financial trading market. Currently, cryptocurrency
is of particular interest to criminals to make illegal profits, such as money laundering,
terrorist financing, financing the proliferation of weapons of mass destruction, corrup-
tion. The main purpose of the study is to identify information signs that indicate the
implementation of illegal financial transactions using cryptocurrencies. Empirical (obser-
vation, description) and theoretical (grouping, synthesis, abstraction) research methods
were used for this research. According to the results of the study, it is established that
the signs of illegal transactions with cryptocurrency are: non-transparent cryptocurrency
contracts; encrypted cryptocurrency transactions; impersonal transactions; fragmented
systematic transactions into marginal, limited amounts to avoid identification; transac-
tions that do not comply with the approved transaction protocols; currency exchange
transactions by unidentified traders; confusing cryptocurrency to other forms of elec-
tronic funds in order to withdraw such funds in cash. The authors of the article identify
the main agents in the cryptocurrency economy (centralized and decentralized crypto-
currency exchanges, token issuers, distribution services, gaming services, cryptocur-
rency wallets). The paper describes software products for the identification of illegal
cryptocurrency transactions. The results of the study are of practical value to national
regulators in strengthening financial stability and combating illegal financial transac-
tions. management of financial institutions to improve the system of counteraction to
illegal financial transactions using payment cards, namely the creation of separate bod-
ies for analysis and regulation of fraud in the banking sector, strengthening responsibil-
ity for fraud at the legislative level, establishing a single authentication standard for
customers, development of open banking.
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INTRODUCTION

The rapid development of science and technology is contributing to the rapid changes
in the modern financial market associated with the renewal and innovation of financial
technologies. And since today financial technologies are tightly integrated into all as-
pects of public life at various levels, it further encourages the invention of relevant tools
to meet the growing needs of the financial market.

Recently, the latest financial technology - cryptocurrency - has become especially wide-
spread in the financial market. The use of cryptocurrency contributes to the transfor-
mation of the financial market, the growth of the digital economy, increase the efficiency
of the allocation of financial resources. The cryptocurrency market is becoming an al-
ternative financial platform to the traditional financial trading market. But the rapid de-
velopment of the cryptocurrency market has its significant shortcomings: the regulatory
framework of cryptocurrency is not yet sufficiently formed, which is of particular interest
to criminals in order to make illegal profits, the use of cryptocurrency as a significant
tool for financial crimes such as money laundering, terrorist financing, financing the
proliferation of weapons of mass destruction, corruption. As a result, the search for new
methods of counteracting and combating fraudulent money-laundering operations with
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cryptocurrency, which are based on the identification, analysis, and prediction of signs of illegal transactions and schemes
using cryptocurrency, is becoming increasingly important.

LITERATURE REVIEW

The concepts, features, functions, factors, factors, signs, problems, participants in cryptocurrency transactions are revealed
in the works of a number of scientists, namely: Zhao L. [1] describes the functions, impact and problems of cryptocurrency
in the context of financial technology; Liu RHF, Ren H., Liu S., Jiang X. [2] describe key agents in the cryptocurrency
economy; Bailey AM, Rettler B., and Warmke K. [3] define the philosophy, policy and economic circulation of cryptocur-
rency; Lopez-Martin K., Benito Muela S. and Argedas R. [4] reveal the effectiveness of cryptocurrency markets; Huck 1V,
Maningham A., Chupradit S., Suksatan W. and Huo K. [5] study risk management in the cryptocurrency market; Mahdavi-
Damgani B., Fraser R., Howell, J., and Haldorsson 1.S. [6] describe the features of cryptocurrency sectorization through
clustering and web scraping; Fang F., Ventre K., Basios M., Cantan L., Martinez-Rego D., Wu F., Lee L. [7] highlight the
latest trends in cryptocurrency trading; etc.

The economic and legal nature of working with cryptocurrency in different countries has significant differences, which are
described in the materials of modern scholars: Bziker Z. [8] on the status of cryptocurrency in Morocco; Vijaya G. [9] on
the role of cryptocurrency in the Central Bank of Indonesia; Riley J. [10] on the current state of cryptocurrency regulation
in China and its impact around the world; Ukvesee F. O. [11] on the specifics of working with cryptocurrency in Nigeria
and South Africa; Delva Benavides J. E., and Torres Amaya F. E. [12] on the legal, tax, and accounting processing of
cryptocurrencies in Mexico; etc.

An important issue that modern economists have begun to raise concerns the problem of illegal cryptocurrency transac-
tions. Thus, Ngiyem H., Murik G., Morstatter F. and Ferrara E. [13] describe the detection of fraud in cryptocurrency
transactions based on the use of market and social signals; Taichmann F. M. J., Falker M. [14] study the use of cryptocur-
rency as a means of financial crime; Huang S. [16] highlights the relationship between cryptocurrency and crime; Kolesni-
kova K., Mezentseva O., Mukataev T. [17] analyze transactions with cryptocurrency to detect illegal transactions; Dupuis
D. and Gleason K. [18] study the problem of money laundering with cryptocurrency; Trotze A., Camps J., Akartuna E.A.,
Hetzel F.J., Kleinberg B., Davis T., Johnson S.D. [19] investigate the relationship between cryptocurrency and future
financial crimes; Ren B. and Lucy B. [20] show the difference between clean and dirty cryptocurrency markets; Akartuna
EA, Johnson SD, and Thornton A. [20] reveal the features of preventing the risks of money laundering and terrorist
financing through cryptocurrencies; Lucy BM, Vin SA, Yarovaya L., and Wang Yu [21] propose a new index of cryptocur-
rency uncertainty for analysis; etc.

RESULTS

In today's global financial environment, new types of illegal cryptocurrency transactions are emerging. The most common
trends in the use of cryptocurrency for illegal activities include the following: the use of cryptocurrencies without the legal
status of such financial transactions; expansion of the types of cryptocurrencies used in illegal financial transactions;
improving the existing technological characteristics and specifications of certain, successfully used by criminals remote
Internet services of the financial market of psychotropic drugs, narcotics, products of other illegal activities; development
of cryptocurrency conversion services, as well as cash withdrawal of fiat funds; expanding the use of anonymous financial
transactions through cryptocurrencies; increase the volume of money laundering through financial transactions with the
help of programs-mixers; conducting financial cryptocurrencies through poorly controlled offshore; illegal professional
activities - administration and coordination of several unrelated services by one person at the same time, guarantee of
crypto-agreements, mediation in movement of goods and cryptocurrency circulation, cultivation and sale of drug-contain-
ing plants for cryptocurrency, placement of illegal cryptocurrency ads on asphalt roads; purchase and sale for cryptocur-
rency equipment and chemical designers for the manufacture of narcotic drugs; implementation of virtual financial trans-
actions on gambling sites; crimes of encroachment on cryptocurrency ownership through the use of counterfeit electronic
cryptocurrencies, copy sites, duplicate sites, fraudulent online investment projects.

In turn, key agents in the cryptocurrency economy are singled out: centralized cryptocurrency exchanges (cryptocurrency
exchanges without direct participation of the exchange, where system users can buy and sell various cryptocurrencies for
fiat funds, other types of cryptocurrencies; and seller), decentralized cryptocurrency exchanges (cryptocurrency exchanges
with direct participation of the exchange, where system users can buy and sell various cryptocurrencies for fiat funds,
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other types of cryptocurrencies), cryptocurrency wallets (provides online cryptocurrency banking) , issuers of tokens (pro-
vide initial addresses of outgoing offers), distribution services (determine addresses that promote the free circulation of
tokens among users of cryptocurrency as advertising), game services (provide addresses used for gambling), etc.

Illegal transactions with cryptocurrency are characterized by certain information features, which are classified depending
on the types of such features. Thus, depending on the nature of transactions, the signs of illegal transactions with cryp-
tocurrency are: non-transparent cryptocurrency contracts; encrypted cryptocurrency transactions; impersonal transac-
tions; fragmented systematic transactions into marginal, limited amounts to avoid identification; transactions that do not
comply with the approved transaction protocols; currency exchange transactions by unidentified traders; confusing cryp-
tocurrency to other forms of electronic funds in order to withdraw such funds in cash; etc.

According to the ways, signs of illegal cryptocurrency transactions may be the following: use and combination of offshore
accounts; operations through hybrid exchanges; transactions with an electronic wallet with a direct link to the market,
with the ownership of the original person; accountable hub wallets in case of cyclical and frequent crossing or convergence
of their transactions; "Surfing", ie creating a second additional account for transactions; fake trading platforms; cryptocur-
rency scams; cloud mining; phishing; extortion viruses; clones of cryptocurrency wallets; investment schemes; fraud with
additional involvement of exchangers; fake hands; donation schemes; financial pyramids; counterfeit cryptocurrency;
fraudulent funds; blackmail and extortion; etc.

According to money laundering tools, the signs of illegal cryptocurrency transactions are the following: use of toggles
(cryptocurrency laundering tool mainly in cryptocurrencies bitcoin, lightcoin, etherium, which involves mixing services of
different websites (clean, transparent and darknet), thus disrupting the transaction between wallets, mixing the legal
circulation of cryptocurrency with illegal, with the subsequent withdrawal of cash through transfers of international pay-
ment systems); over-the-counter (brokering) transactions (Bitstocks, Kraken, Genesis Trading, etc.) - with a significantly
limited possibility of money laundering, because in this case there is a banking relationship, and laundering could be before
the agreement with the broker; two persons involving cash of unknown origin or to be used for illegal purposes, the use
of confidential coins (anonymous coins with a hidden source, amount and purpose, such as Monero, Dash, Zcash, etc.),
transactions on decentralized exchanges (anonymous markets, represented by a distributed registry of programs that allow
users to conduct transactions using cryptocurrencies without the participation of centralized intermediary organizations in
the trade or storage of cryptocurrency); direct retail purchases using cryptocurrency (purchase of cryptocurrency products,
etc.); mining as a decoration ityya (directing illegal funds to the legal profitable business, payment of taxes necessary for
doing business, with the subsequent expenditure of purified funds; ie mixing illegal funds with legal ones); etc..

Warning signs of illegal cryptocurrency transactions include: offering free money; promise of unreasonably high high-risk
income; lack of description and details of the proposed agreement.

According to the cyber fraud sectors, the signs of illegal cryptocurrency transactions are the use of new types of digital
currencies to launder illegal funds; illegal ways of selling psychoactive substances, illicit drugs, narcotic drugs; illegal sale
of prohibited content; illegal sale of illegal and criminal services; encroachment on cryptocurrency ownership.

Depending on the types of goods and services purchased or sold in cryptocurrency, the signs of illegal transactions with
cryptocurrency are: transactions related to the criminal use of personal information; trade-in forged papers and documents;
trafficking in illicit drugs; operations on trade in goods and services of prohibited industries, including narcotic drugs and
psychotropic drugs; etc.

Illegal operations on Internet shadow services have some features: Abraxas (Internet operations service); Agora (Internet
e-mail and web hosting services); Darknet (anonymous networks, underground Internet communications and technologies,
hidden networks, encrypted, open-source neural networks that are implemented for illegal activities); Evolution (one di-
rection - online gaming services, online casino; the other direction - a program for working with e-mail, for managing and
creating an address book); Nuklias (cloud platform of Internet services in the field of business services, multimedia, graphic
design based on Modernizr, Font Awesome, Wordpress 4.5, PHP technologies); Ship Marketplace (transactions for the
purchase and sale of goods on the public online trading platform Marketplace on Facebook with delivery); Silk Road
(transactions on the anonymous online trading platform of the anonymous network, most of the goods and services sold
are illegal, including banned psychoactive substances), etc.

In today's electronic world, certain software packages are used to identify illegal cryptocurrency transactions. These pro-
grams are based on the use of advanced castration and proprietary algorithms to establish links between e-wallets, trans-
actions, transfers. Such software products include:
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= Chainanalysis (a blockchain database platform; a service company that helps build trust in blockchains; works with
cryptocurrency; it specializes in bitcoin tracking; assists government agencies, regulators, banks and other financial
institutions; cryptocurrency companies, to track the sources of funds from anonymous wallets, despite the confusing
and multiple nature of the agreement, creates transparency for the global economic system, which is based on a
blockchain structure, enables banking and other financial institutions, government, business, to imagine the use of
cryptocurrency; provides software, information, services, research, government agencies, financial institutions in-
volved in cybersecurity; develops clear standards, rules, methodologies, means of control over cryptocurrency);

= CypherTrace (the world's first blockchain forensic team; is an online platform that monitors cryptocurrency risks of
money laundering, threats, crimes, financial institutions, banks; used to reduce financial risks of cryptocurrency com-
pliance and compliance; assists banking institutions, payment systems, regulators, identifies cryptocurrency transac-
tions and establishes their relationship with risky partners and counterparties; risk blind areas of cryptocurrency,
works on the principle of "know your customer", and, accordingly, ensures the implementation of comprehensive
customer due diligence in order to identify suspicious, unscrupulous, authentically unregistered customers who hide
their intentions to work with cryptocurrency; implements blockchain analytics; performs in-depth analysis of virtual
financial service providers; provides individual provision of information and data on crypto-risks);

= Elliptic AML (software that implements solutions for the organization and compliance with cryptographic regulatory
requirements for the use of cryptocurrencies; conducts blockchain analytics; performs certification of cryptocurren-
cies; provides financial risk management of cryptocurrencies; cryptocurrency financial transactions to comply with
the requirements of financial monitoring, combating smuggling, terrorist financing, sanctions, screening of the port-
folio of risks of virtual asset service providers, conducting cryptocurrency investigations through detailed network
visualization of e-wallets and financial transactions;

= Orbit (cloud service platform, which is a practical assistant that monitors, automates, controls user operations; pro-
vides workstation virtualization, endpoint virtualization, 3 D Workplace, wireless application delivery, virtual desktop;
uses the strategy of cloud services, cloud management; includes IT consolidation); etc.

CONCLUSIONS

Cryptocurrency is often used in financial crimes, which is becoming a significant problem in economic development. This
is due to the fact that the existing measures in the cryptocurrency sector are currently ineffective. And the results of the
study by identifying informational evidence of illegal cryptocurrency transactions will help to gain an understanding of
methods and ways of money laundering, terrorist financing, financing the proliferation of weapons of mass destruction,
corruption. Therefore, in order to more effectively combat financial crime based on the use of cryptocurrency, it is neces-
sary to create a certain model and common standards for working with cryptocurrency, regulation and control of such
transactions. And the methodology developed by the authors can be the basis for the formation of such standards. All
these will allow experts in practice to predict possible public financial fraud, for further government, legal regulation,
internal and external supervision, control over the legality of the circulation of funds using cryptocurrency.
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NimKeHHs € ineHTudikauis iHbopMaUiliHUX 03HaK, L0 3acBiAYYOTb 34IMCHEHHS! HE3aKOHHUX (hiHAHCOBMX onepaLiii i3 Bu-
KOPUCTaHHAM KpMNTOBaoT. [1s NpoBeAeHHs AOCNIMKEHHS BUKOPUCTAHO eMMipuyHi (CNOCTEPEXEHHS, ONKC) Ta TEOPETU-
YHi (rpynyBaHHs, CMHTE3, abcTparyBaHHs) METOAN AOCNIAXKEHHS. 3a pe3ynbTaTaMn NpoBeAEHOro AOCNIAXEHHS BCTAHOB-
NEHO, WO 03HAaKaMM He3aKOHHMX orepaLlili i3 KpUnToBantoTO €: HEMPO30pi KPUNTOBANMIOTHI KOHTPAKTHW; 3alumdpoBaHi
KPUNTOBA/IOTHI yroam; HenepcoHicikoBaHi TpaH3aKLUii; po3apobneHi cuctemaTyHi onepauii Ha rpaHnYHi, NiMITOBaHi CymMu
NS YHUKHEHHS iaeHTudiKauii; onepalii, Wo He BiAnoBigaloTb 3aTBEPAXKEHMM NMPOTOKOaM TpaH3aKLii; onepauii 0bMiHy
BasItoTU HeineHTUdIKOBaHUMM Tpeliaepamm; NPOBEAEHHS 3arnsTyTaHOro 06MiHy KpUMTOBAIIOTM Ha iHLLI (DOPMU eNeKTPOHHMX
KOLUTIB i3 METOI BMBEAEHHSI TaKUX KOLUIB y rOTiBKY. ABTOpaMM CTaTTi BU3HAYEHO OCHOBHMX areHTiB Yy KPUMTOBAsOTHIN
eKoHoMiUi (LeHTpani3oBaHi Ta AeLEeHTpani3oBaHi 6ipXi KpUNTOBAIOT, EMITEHTM TOKEHIB, CEpPBICM po3aadi, irpoBi cepsicy,
KPWUNTOBA/OTHI ramaHui). Y poboTi oxapakTepy3oBaHO MporpamMHi NpoaykT! ans iaeHTudikauii He3aKoHHMX onepaLiit i3
KPUMTOBAIOTOIO. Pe3ynbTaTh AOCNIIKEHHS MalOTb NMPaKTUYHY UiHHICTb ANS HaUiOHaNbHUX PerynstopiB AN NOCUIIEHHS
¢iHaHCOBOI CTabinbHOCTI Ta NpoTMAil HE3aKOHHMM (hiHAHCOBMM OnepauisaM; AN MEHEIXXMEHTY (iHaHCOBUX YCTAHOB AN
BAOCKOHANEHHS1 CUCTEMU MPOTUAIT HeneranbHUM (iHAHCOBMM OMnepawisiM i3 BUKOPUCTAHHAM MNATDKHUX KapToK, a caMme:
CTBOPEHHS1 OKPEMMX OpraHiB aHanisy Ta pery/toBaHHS LWaxpacTBa B 6aHKIBCbKOMY CEKTOPI, MOCUMEHHS BiANOBIAaNbHOCTI
3a CKOEHHS LIAXpanCTBa Ha 3aKOHOABYOMY PiBHi, YCTAHOBMIEHHS! EANHOrO CTaHAAPTY CUCTEMU ayTeHTUdiKauii Ansa KnieH-
TiB, PO3BUTOK CUCTEMMW BiAKPUTOrO HGaHKIHry.

KnouoBi cnosa: waxpaicTBo, NNaThkHi iHCTPYMeHTU, 6aHKIBCbKi KapTkK, iHaHCOBI 3N104MHM

JEL Knacudpikauin: F65, G11, G41
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